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Gpgdwin 1.1.3

You can download the full version (including the German
manuals) of Gpogdwin 1.1.3 here:

gpg4win 1.1.3
Size: 8.3 MByte

Gpgdwin light 1.1.3

Sponsorship
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The light version of Gpadwin 1.1.3 contains everything ofthe
full version, except the manuals and the GnUPG2 comemand
line tools. You can download the light version here Allowed 1o publish your
sponsarship?
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® GnuPG For Windows Setup o ] 3}

Welcome to the installation of
Gpgdwin

GNUPG is GNL's tool for secure communication and data
storage. It can be used to encrypt data and to create digital
signatures. Itincludes an advanced key management Facility
and is compliank with the proposed OpenPGP Inkernet
standard as described in RFCZ440,

Click Mext to continue.

GPG\\‘fWiN

This is Gpgdwin version 1.1.3
file wersion 1.1.3,530
release date 2007-09-17

Cancel




GnuPG For Windows Setup =15x]

License Agreement

This software is licensed under the terms of the GHU General Public License {GPLY (;7
which guarantees your freedom ko share and change Free Software. :

Press Page Diown to see the rest of the agreement,

iahU GEMERAL PUBLIC LICENSE ﬂ
Yersion 2, June 1991

Capyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute werbatim copies
of this license document, but changing it is not allowed.
Preamble
_The_l\censss_ for most s_uftware are designed to take away your LI
In shork: You are allowed ko run this software For any purpose, You may distribute it as long

as you give the recipients the same rights you have received,
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Choose Components -
Choose which features of GnuPG For Windows you want ta install, Jj

iZheck the components you want ko install and uncheck the components you don't want to
install. Click Mext ko continue.

Description

Pasition your mouse
OYEr & component to
see jis description,

Select components to install:

Space required: 19.9MB

Movice Manual

« Back. I Mext = I Cancel |
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GnuPG For Windows Setup i ] 13

Choose Install Location -
&

Choose the Folder in which to install GruP@ For Windows,

Setup will install GnuPG For Windows in the Following Folder. Toinstallin a different folder,
click Erowse and select another folder, Click Next to continue,

Destination Folder

I ¥Program Files WanUsnuPG) Brawse. ..

Space required: 19,9MB
Space available: 1.5GE
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GnuPG For Windows Setup ===l

Install Options —

Start links Jj

Please select where Gpgswin shall install links:

I~ Desktap

™ Quick Launch Bar

{Only programs will be linked intao the quick launch bar, )
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< Back I Mext = I iZancel




# GnuPG For Windows Setup g s 3

Choose Start Menu Folder -

Choose a Start Menu folder For the GnuPG For Windows shortouts, )

Select the Start Menu folder in which vou would like to create the program's sharteuts. You
can also enter a name to create a new folder,

< Back. I Install I Cancel |
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GnuPG For dows Setup ===l

Installation Complete (

Setup was completed successfully. )

Zompleted

Show details |

Mullsofic Install System w2, 19-3

Cancel |
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Completing the GnuPG For Windows
Setup Wizard

GRUPG For Windows has been installed on waur computer.

Click Finish ta close: this wizard.
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Click here For the project’s homepage
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Key Generation Wizard x|

MName and E-Mail zsignment

Ewery key pair must have a name associated with it. The name and
email address let pour camespondents know that pour public key they
are uging belongs to us.

Fieal name: Hwang, Joonhyung

By azsociating an email address with pour key pair, pou will enable
"WinPT to assist your conespondents in selecting the comect public
key when communicating with pou,

Email address: Isnwa@nnbu.nel

™ Prefer RS54 keys
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WARNING - Important hint x|

Itis STROMGLY recornmend that you backup your keyrings because they both contain YERY impartant data,
Remernber that vour hard disk can crash or the files can be deleted by accident: so itis a good
idea to store them on a different mass stoarge like a floppy or COR!

Backup your keyrings now?
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NOTE: Key generation can be a lengthy process!
Please wait until pou get the message that key
generation has finished.

Key type D54 and ELG [defaul) -

Subkey sizeinbits  [4095 1024-4096

Real name Hwang, Joonhyung

Comment [optional]  |TEST KEY
Email address envia{@jinbo.net
Expire: date W Mever 20080505 =
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Do you really need such a large key?
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User ID Key D Type:

Y Fvvang, Joonhyune

Key Attributes 3

Copy Key to Clipboard
Paste Key from Clipboard
Send Key to Mail Recipient

Add 4
Key Edit

Sian

Revoke Cert
Delete

List Signatures
Enable

Disable

Set Implicit Trust

Set preferred Keyserver URL
Hefresh from Keyserver

Set ag Default key http://subkeys, pgp, net
hkp://subkeys, pgp, net
|dap://keyserver, pgp, com
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'J hkp:d#subkeys. pop.net 11371
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Set default Change prawy I

Key 1D ar email address you want to search for

Ianwa@imhﬂ net j

Search Llose
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]
i Keyis) sucessfully received and imported,
\l) Hwang, Joonhyung (TEST KEY) <envia@jinbo,net>
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Set program path= 2.5 C: \Program Files\GNU\GnuPG\gpg.exe 2 475} Ht} Setoptions file, Set public
keyring, Set secret keyring-2 9ol Lte} 1= da|Eo] S0 & tEH st Ut 9= 2000, XP
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Card Manager
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Current Window »

Symmetric - -
Encrypt Preferences 3
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= o2} 9] Select key for signingofl A A elaf] Fuch,
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Uger ID | Key D | Size | Cipher | Yalidity |

O=3 Hwang, Joonhwung (TEST KEY] <erwia.. 0<704D0SBE 4096 ELG Ultimate:
i@ Hwang, Joonhyung <envia@envia.pe.kr>  0x34FFBOEE 2043 ELG Ultimate

¥ Select key for signing

Hwang, Joonhyung [DSA/0xd1243C9C) e
Signing ke | | Cancel
Sign & Encrypt x|

“You need a passphrase to unlock the secret key for user:
"Hwang. Joonkhyung [TEST KEY] <ervial@jinbo.net: "
DSA key, D Dx41243C3C

Please enter your passphrase
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s+pf/eabCWVRKMEHLLrPpofelzw/GEosiMNefiZewl/d22dLsKhLD TBHDF TAGEE
WipotCtus 17+G233 TYNDNPMGIKZK BrupdPYQjBKEGkoL/F V42 zik Tln Kb EWei
mCOEXHAIgIEN < MEZ fosBARDy 0ZvEe 19LbLxtc SINDO/AYStaFE3K Bve LOFTTU X2
BCLICTWREMORg 1YGdDnxyc Tsly ImUTydBAAIOdaC ViMiod i+« CYIDPJode Yo
velsdelUkptr ToLvto DplowZ wivE Shuwe 3F Trmg)J ¥ NFWTKPrfbEoh YsePBocibhil
BHRMgd+/a 75 Tnvald2+p 2 YkHZ trjs 1xF495FRn 94y 2 DRNMSSY THxnVHCP TO+HKY |

s [(alvyvsulsyless oy zoternB[L[E[E [0 [T ] ,

W Ao A -----BEGIN PGP MESSAGE-----%-E] -----END PGP MESSAGE----7}2] 2] | &2 AMelgt t}e Sz B
ARMUTE 2 e EFo] o] oo ZS ufe A QEZ HEO R -2 t}S Clipboard — Decrypt/VerifyS A eigiyct,

Decryption x|

Encrypted with the follawing public keyls]
Hwsang, Joonhyung <envia@envia.pe. ke [ELG, 0x«34FFEOER]
Huwang. Joonhyung <envia®ijinbo.net> [ELG. 0x704D0AEE]

‘You need a paszphrase to unlack the secret key for user:
"Hwang. Joonhyung [TEST KEY) <envia{@jinbo.net>"
ELG key, |0 0x41243C8C (main key |0 0x7040 IABB)

Please enter your passphrase

[ Hide Typing
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#% Sign/Encrypt Files

Enciyption Key Selection:

2

Name | KeyId [ Size[ Type [ validity |
Hwang, Joonhyung =enviag@en. ., O0xDF35A240 043 ELS  Ultimate
OHwang. Joanhyung =envia@ji... O0x41243C9C 4005 ELG  Ultimate
Key Groups: | lz“ i Eﬁ -

Sigring Keys: |Hwang,JDDnhyung [TEST KEY) <envia@jinbo.net> [DSA/Dx41243C9C)

a2

[ Signature Options—— | [ Enciyption Option; Misc. Optior:
= Mone " Mone I Text output (ASCI Armar]
. I~ Test input [kextmode - see help]
& Atached I Clearsian = Publickey I~ Make source files read anly
| Detached = Symmetric ¥ £ppend|to existing signatures

Cancel Help

QB jo] AL AL A4S MU
You need a passphrase to unlock the following secret key:
User: |Hwang,Jnnnhyung <envia@jinbo. nets ‘
I0:  [H243C5C | Type: PSA | size: [1024 | pate: 20080502
Enter passphrase: ¥ Hide Typing
|
coe |
= = = = — N
HEE TS sy doshd stdo] AUt 4ushs & wols nhes LBE M EC R =8 ths, Gpgee —
Verify/DecryptE A &5t HUT.

(6,

AR

o

EAE Use PGP with any Windows Email Client(http://email.about.com/library/weekly/aal1@199a.htn) S

g3t ofoltlo] 2 Qo Al A shA HlgigUth The Aol E<] 1§ = = go] HiguT,

+ GnuPG mini HOWTO (=&, http://wiki.kldp.org/wiki.php/DocbookSgml/GnuPG-TRANS)

o 2AZ} M T 0| A GnuPG AF-5H7] (Z+&, http: //docbook . kr/wiki/index.php/ThunderBird)

+ GnuPG.org (F&, http://gnupg.org/): GnuPGY| &

oS A0
de A

s4t

p=)
T,

* Gpgawin (
Sy

Al
~

http://www.gpgdwin.org/): GnuPGE Y Eo|A] AME

£l YUt GnupG el BT Z2 o] thar ARE

]_

Il
2

3ol Tt o] £S L3 A oAlth The A Faetal 5 gaith
L FIHRR DS W, AT A Y S8 GRARESATY (FF)

+ Johannes Buchmann, Introduction to Cryptography, Second Edition. Springer. (3 &)
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http://email.about.com/library/weekly/aa110199a.htm
http://wiki.kldp.org/wiki.php/DocbookSgml/GnuPG-TRANS
http://docbook.kr/wiki/index.php/ThunderBird
http://gnupg.org/
http://www.gpg4win.org/
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